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Receive an incoming order from a customer 
182 



Apply fraud shield rules to the order and customer information to determine if the 
order and customer information have information that matches a negative file 

184 



Request preauthorization from an issuing bank for funds to pay for the order 
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Perform an AVS check on the customer who transmitted the order 

188 



i 

Check the CVN of a credit card of the customer 
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Apply a fraud analysis rule to the order to determine if an automatic-reject rule fires, if 
an outsort rule fires, if a positive rule fires, or if none of the automatic-reject rule, the 
outsort rule, and the positive rule fires 
192 



Accept the order if none of the automatic-reject rule and the outsort rule fires 
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Accept the order if the positive rule fires 
196 



If an outsort rule fires, then determine a level of risk of fraud for the order 
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Call center order 
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Web site order 
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Fraud shield rules 
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Rule fires? 
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Auto-reject order 
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Bank pre-authorization 
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Pre-auth received 
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Pre-auth declined 
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Figure 2B 



Fig. 2B(1) 
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Auto-reject order 
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AVS Check 
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FIG. 2B(1) 
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Auto-reject order 
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Auto-reject order 
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Figure 2B 



Fig. 2B(1) 



Fig. 2B(2) 



CVN Check 
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All codes received 
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Auto-reject 
rule fires 
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Outsort rule(s) fire 
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Positive 
rule fires 
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Order goes through 
without any rules firing 
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order 
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Auto-reject order 
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eFalcon risk filter 
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Low risk queue 
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Use low risk order 
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High risk queue 
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Use high risk order 
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